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Inappropriate Use of Internet and Email and other 
Royal Mail Systems  

Guide for employees  
 

This guide outlines the behaviours and standards expected from all 

employees when using Royal Mail Group’s information, IT systems and 

mobile devices (including personal devices) 

 

Main topic areas 

 Introduction 

 Use of computers, IT systems, Internet, email and 

mobile devices 

 Myroyalmail.com 

 Royal Mail information 

 Monitoring 

 Inappropriate material 

 Extent of personal contribution 

 Individual response to challenge 

 Where to go for further information 

 

Getting help  
 
Contact your manager 
if you have any queries 
about this guide.   
 
Managers can obtain 
advice by: 
 
Calling the HR Services 
Advice Centre on 0845 
6060603 / 5456 7100 

Managers working for 
Parcelforce Worldwide 
should call 0845 604 787 
/ 5456 4747 

For web access please 
go to:  
https://www.psp.royalmai
lgroup.com 
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Introduction Royal Mail Group provides employees access to various IT systems and 
mobile devices.  

It is important that all employees read the Acceptable Use Policy and 
understand that we all have a duty to follow its rules and standards when using 
Royal Mail Group’s information and IT systems for business or personal use, 
both on-site and remotely. The policy also applies to personal mobile devices 
or equipment/ computers which are owned by someone else (in an Internet 
cafe, for instance). 

Failure to do so may be a breach of the Our Code: Code of Business 
Standards. Such a breach is likely to be misconduct and possibly gross 
misconduct, and could result in disciplinary action up to and including 
dismissal, depending on the nature of the offence. Accessing or downloading 
certain material could also be a criminal offence. 

This guide applies to all employees, contractors, consultants, casual workers 
and agency workers and anyone who has access to Royal Mail Group IT and 
communications systems. 

  
Use of computers, 
IT systems, 
Internet, email and 
mobile devices 
 

Employees are responsible for the security of the Royal Mail equipment they 
use, especially when travelling. 

When using Royal Mail computers, IT systems, Internet, email and mobile 
devices employees should always ensure that: 

 Remote connections to the Royal Mail Group network are made through 
Groups Virtual Private Network (VPN) 

 Computer/laptops/mobile devices are switched off or locked when left 
unattended to prevent unauthorised users accessing Royal Mail systems 

 They do not share their passwords or use another person’s logon or 
password 

 Only work-related music, videos, photographs or images are to be stored, 
transmitted, downloaded or uploaded to Royal Mail Group IT systems 

 Group emails should not be used to raise queries or spread inappropriate 
messages. The appropriate helpdesk or contact should be used for queries 
and issues. Employees who receive inappropriate or erroneous group 
emails should not reply to all other recipients 

Emails can be disclosed in legal proceedings in the same way as paper 
documents. Deleting an email from a user’s inbox or archives does not mean 
that it can’t be recovered. 

Personal use: 
 

 While Royal Mail Group internet, email, phones and other IT systems are 
primarily for business use, it is recognised that occasionally employees 
may need to send or receive a personal email, make a phone call or use 
the internet for personal activities. The Acceptable Use Policy does allow 
for reasonable and occasional personal use. This personal use should be 
kept to a minimum, preferably before or after an employee’s normal 
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working hours or during their lunch break, so that it does not interfere with 
the efficient running of Royal Mail’s business. Social media sites should not 
be accessed during normal working hours. 

 Royal Mail Group is not responsible for the recovery of any non-business 
data on our systems and this data may be deleted at any time 

 Personal emails should be marked as ‘personal’ using the sensitivity tab 
under ‘Properties’ 

  

Myroyalmail.com Myroyalmail.com is an open access site. Anyone with internet access can view 
it. It is provided as a source of information for employees, including those who 
do not have access to a computer at work.  
 
Only employees who are authorised by Royal Mail Group can upload content 
to this site. They they must comply with the intranet rules noted in the 
Acceptable Use Policy, External Digital Communications Policy and the 
Communications Policy. 

  
Royal Mail 
information 

Information is a valuable asset for the Group and takes many forms. It exists in 
different types of media (including music) and can be distributed through a 
wide variety of channels. 

We all have a duty to be aware of what information we are accessing, using, 
distributing and removing, and we must do everything we can to make sure it 
goes to the right people and is secure, and that it is in line with this policy. 

Classification 
 
Royal Mail Group expects employees to protect information according to its 
classification. Each classification defines a clear set of instructions for the 
appropriate storage, distribution and disposal of information. Our classification 
scheme has four levels; Public, Internal, Confidential, and Strictly Confidential. 
 
PUBLIC – Information which is intended for public use, or which would have 
minimal impact on Royal Mail Group if lost or stolen. Examples; brochures or 
leaflets, information published on royalmail.com 
 
INTERNAL – Information for internal use only and not intended for public 
release. Examples; group-wide communications, meetings, material on the 
intranet. The default classification is Internal. 
 
CONFIDENTIAL: Information that has been assessed to be of a sensitive 
nature and likely to cause damage to Royal Mail Group's reputation following 
unauthorised disclosure. Examples; HR and payroll records, customer data 
 
STRICTLY CONFIDENTIAL: Very sensitive information (including inside 
information) that could harm our brand or expose Royal Mail Group to 
significant disadvantage should it fall in to the wrong hands. This includes, but 
is not confined to inside information, i.e. information that is precise, not 
generally available and which could have a significant effect on the price or 
value of Royal Mail Group shares if it were made publicly available. Most 
people do not handle Strictly Confidential information. Examples: details of our 
commercial plans, strategic initiatives, capital raising initiatives, or unpublished 
financial results. 
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Monitoring The content of Royal Mail’s IT resources and communications systems is 
Royal Mail Group property. Therefore, employees should not expect 
guaranteed privacy when using these systems. Where Royal Mail systems 
have been used improperly or in breach of the law, the content of specific 
electronic transactions may be monitored by authorised individuals. 
 
If an employee is concerned about personal privacy, they are advised not to 
use Royal Mail Group IT systems and equipment for personal correspondence 
or to store personally sensitive data. 

  
Inappropriate 
material  
 

Employees must not search for, download, receive, store or send inappropriate 
material. Inappropriate material includes offensive material (such as distasteful 
jokes based on people’s differences), sexually explicit images or 
abusive/exploitative images showing violence or degrading treatment. 

Royal Mail Group will investigate seriously any allegations of this type of 
misconduct. In addition to contravening the Group's own policy, downloading 
and viewing sexually explicit images in the workplace may also constitute 
sexual harassment. The discovery of material of a sexual nature involving 
children or illegal pornography must be reported immediately to Royal Mail 
Group Security on 020 7239 6655 or postline 5474 6655 and material of this 
nature will be reported to the police. 

Any allegations of misconduct in this area should be investigated following the 
appropriate standard disciplinary procedures (the Conduct Policy for Royal Mail 
Group employees). Each case must be considered on its own merits. 

  
Extent of personal 
contribution 

Computer records will help us to demonstrate and identify what actions people 
have taken when they have accessed or received inappropriate material.  

This applies both to searching for and viewing inappropriate material as well as 
being the recipient of inappropriate material.  

Users who mistakenly access an inappropriate internet site should click on the 
X icon in the top right corner of the browser screen to close internet explorer. 

If an employee receives inappropriate material, they should inform the sender 
that they should not use business systems for this material and delete it from 
their system. The employee may also report the matter to their manager (or the 
sender's employer if outside the business) if they feel the material requires it. 

Someone who receives material and sends it on to others will be held 
accountable for both their lack of judgement in effectively endorsing the 
material and the conscious decision to involve others. 

The volume of material will also be considered: the more an individual 
searches, stores or sends, the more times they have exercised poor judgement 
about their willingness to uphold business values. 

  

Individual 
response to 
challenge 

The degree of acceptance by the individual of their actions will help managers 
decide if they will be able to trust them in the future. 
 
This involves the employee’s: 

 Degree of acceptance of wrongdoing 

 Degree of commitment to correct behaviour 

 Sincerity of both of these. However if cases are very severe or there have 
been a large volume of breaches sustained over a period of time, it will be 
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difficult for people to successfully persuade the business that they are able 
to be trusted in the future 

If employees try to frustrate, mislead, or deceive an investigation, they are 
accountable separately for this and the usual business standards of honesty 
and integrity apply. Ultimately, it is for the manager to decide whether an 
employee’s honesty and integrity have been compromised to the extent that 
they have breached their contract and should be dismissed. 

  

Where to go for 
further information 

Please refer to the ‘Getting help’ for details of where to go for further 
information. 

Please also refer to the Policy and Information Site on PSP and the HR pages 
of the intranet (non-PSP users) for further guidance relating to this guide. 
 

 Our Code: Code of Business Standards  

 Acceptable Use Policy  

 Acceptable Use – Social Media Guide 

 Conduct Policy and guides 

 Communications Policy 

 External Digital Communications Policy 
 

 

 

 


